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MQ-51gn

— Round 2 candidate in the Korean post-quantum cryptography competition (KF§C).

—> UOV-based digital signature algorithm with additional structure in the central map.

— This work:
— A universal forgery attack (not practical, but below the security level).

—> Algebraic cryptanalysis.



Algebraic cryptanalysis

%" O

¥

public key *

message

algebraic modeling MQ solver

y
) N uorokee

f
secret key orgery




Algebraic cryptanalysis

public key

e

message

algebraic modeling MQ solver

/(«/ ala

forgery

A

secret key







Matrix representation of quadratic forms

Quadratic form: f(X) = Z ViiXiX;

sowithx = (x;, ..., x ), we get x'Fx.
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The UOV central map

Toy example: v="7,m =4

vinegar oil
variables variables
| | |
x1 xz o o o x7 .XS o o o x11

F( F(2) FO)

*Grayed areas represent the entries that are possibly nonzero; blank areas denote the zero entries;



MQ-51gn

Variants with additional structure to the vinegar-vinegar or/and the vinegar-oil part, with the goal
to reduce the size of the secret key.

vinegar oil
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Variants with additional structure to the vinegar-vinegar or/and the vinegar-oil part, with the goal
to reduce the size of the secret key.
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Variants with additional structure to the vinegar-vinegar or/and the vinegar-oil part, with the goal
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MQ-51gn

Variants with additional structure to the vinegar-vinegar or/and the vinegar-oil part, with the goal
to reduce the size of the secret key.
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KFC starts Attack on
MQ-5ign-55
MQ-5ign and MQ-Sign-RS
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MQ-5ign variants
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I'he vinegar-oil part is random.
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MQ-5ign variants

— MOQ-5ign-LR

— The vinegar-oil part is random.

— The vinegar-vinegar part is defined as

1
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§
where L. = Z?’ijxj/ fori € {1,...,v}.
j=1

—> MQ-5ign-RR
— A conservative variant where both the vinegar-vinegar and the vinegar-oil parts are random.

— Equivalent to traditional UOV up to implementation choices.
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—> MOQ-51gn-RR

— A conservative variant where both the vinegar-vinegar and the vinegar-oil parts are random.

— Equivalent to traditional UOV up to implementation choices.



Equivalent secret keys

For any instance of a UOV secret key (f', S'), there exists an equivalent secret key (£, S) with

o A key of this equivalent keys form is used for efficiency (fewer entries in S).



Equivalent secret keys optimisation

kKey generation P = S'FS
P(lk) P(Zk) - | 0 F(1k)
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Equivalent secret keys optimisation

kKey generation P = S'FS
P PP\ ( I O) (ng> ng>> (I Sl)
0  Pp Si I\ o 0/\0 I

PP PP\ [FP (FO + FONHS, + FP
0 P 0 Upper(S{FMS, + S{FYP)



Equivalent secret keys optimisation

hKey generation P = S'FS
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Equivalent secret keys optimisation

hKey generation P = S'FS
P PP\ ( I 0) (ng> F<2’<>> (I Sl)
0  Pp Si I\ o 0/\0 I
0 P 0 Upper(S{FMS, + S{FYP)

( » The specific structure is only in the part of the central that is public (in the case where the equivalent
keys optimisation is used).
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Forging a signature

h Find x s.t. x' PWx = w,forall 1l <k <m:




Forging a signature

h Find xs.t. x'P¥x =w, forall 1 <k < m:
k k
(XT XT) Py P ) =

Wi

x[POx, + xTPVx, + xTPOx, =,



Forging a signature

h Find x s.t. x' PWx = w,forall 1l <k <m:

(k) (k)
(x]  x,) i 2 (X") = w,
V m k
0 Py ) \*

x[POx, + xTPVx, + xTPOx, =,

Fix X, to zero (rmk: we are expected to have a solution with good probability even if we fix another
v — m variables).



Forging a signature

h Find x s.t. x' PWx = w,forall 1l <k <m:

(k) (k)
(x]  x,) i 2 (X") = w,
V m k
0 Py ) \*

x[POx, + xTPVx, + xTPOx, =,

Fix X, to zero (rmk: we are expected to have a solution with good probability even if we fix another

v — m variables).
Tpky —
L.y X, P1 X, =W,

where the P(lk) have a specific structure.



A toy example

L}v=8,m=4,w=(() 0 0 0).
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A toy example

L>v=8,m=4,w=(0 0 0 0). L
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Quadratic maps in MQ-5ign-LR

XLy + XLy + X305 + x4 L) + X5Ls + XL + X7L7 + xgLg = 0
XLy + X5y + X531, + X4 Ls + x5 L + XLy + x7Lg + XLy = 0
XLy + Xy Ly + X3Ls + x4 L + X5L + XcLg + XL + xgLy = 0
XLy + x5 Ls + x3Lg + x4 L7 + xsLg + XLy + X7Ly + XgLy = 0
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Quadratic maps in MQ-5ign-LR

XLy + XLy + X305 + x4 L) + X5Ls + XL + X7L7 + xgLg = 0
XLy + X5y + X531, + X4 Ls + x5 L + XLy + x7Lg + XLy = 0
XLy + Xy Ly + X3Ls + x4 L + X5L + XcLg + XL + xgLy = 0
XLy + x5 Ls + x3Lg + x4 L7 + xsLg + XLy + X7Ly + XgLy = 0




Quadratic maps in MQ-5ign-LR

xiLy 3Ly + x4 Ly + X5Ls + Xc L + X717 + xgLg = 0

.lez + XZL3 + X3L4 + X4L5 ~+ X5L6 + X6L7 -+ X7L8 ~+ XSLl — O
.le3 + XZL4 -+ X3L5 ~+ X4L6 -+ x5L7 -+ X6L8 —+ X7L1 + x8L2 — O
X1L4 ~+ X2L5 ~+ .X3L6 -+ .X4L7 + x5L8 + x6L1 -+ X7L2 ~+ x8L3 — O




Quadratic maps in MQ-5ign-LR

XLy + x,L, Xqly + Xs5Ls + xcLg + X7L7 + xgLg = 0

.lez + XZL3 + X3L4 + X4L5 ~+ X5L6 + X6L7 -+ X7L8 ~+ XSLl — O
.le3 + XZL4 -+ X3L5 ~+ X4L6 -+ x5L7 -+ X6L8 —+ X7L1 + x8L2 — O
X1L4 ~+ X2L5 ~+ .X3L6 -+ .X4L7 + x5L8 + x6L1 -+ X7L2 ~+ x8L3 — O




Sg
ap

0
xglg )
L, + ;-
. + Xg .
XeLg + o 2 |
+%Q:%M:MQ1%%
+ x4 L, + x5 L o o
+ X315 + x4 Ls ) o
+ x2i2 + X314 : x426 o
Mh+@3+%%+ﬁ7
i L + x5
o + X5 Ls
xLy

Ag
X7
A6
A5
X4
X; ’
Xy Lz
X1
L
X L4
Xy LS
X3 L6
Xy |
Xs L8
X6
X7
Ag




Sg
ap

0
xglg )
L, + ;-
. + Xg .
XeLg + o 2 |
+%Q:%M:MQ1%%
+ x4 L, + x5 L o o
+ X315 + x4 Ls ) o
+ x2i2 + X314 : x426 o
Mh+@3+%%+ﬁ7
i L + x5
o + X5 Ls
xLy

Ag
X7
A6
A5
X4
X; ’
Xy Lz
X1
L
X L4
Xy LS
X3 L6
Xy |
Xs L8
X6
X7
Ag




Quadratic maps in MQ-5ign-LR

XLy + XLy + X305 + x4 L) + X5Ls + XL + X7L7 + xgLg = 0
XLy + X5y + X531, + X4 Ls + x5 L + XLy + x7Lg + XLy = 0
XLy + Xy Ly + X3Ls + x4 L + X5L + XcLg + XL + xgLy = 0
XLy + x5 Ls + x3Lg + x4 L7 + xsLg + XLy + X7Ly + XgLy = 0
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X P(ll)xv = ()

Tp2) _ T is the matrix representing the permutation corresponding to a
x, Px =0 . .
Voo oy cyclic upward row shift.

x, P"x, =0 I

-

our example:

X P(ll)xv = ()

X, TP(ll)XV =0

1
B
B
B
B
B
B
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HEERECNE
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HEECOEENE
HECOEEENE
HOEEEEEE

B
B
B
B
B
B
B
1
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L-V Example: X is a 4-periodic vector (if a 5th equation existed).

T P(ll) X

X

| We obtain repeating equations only because we needed to solve for target w = (0000), which is a 1-periodic target.
p & €q y & p &

v
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h Having a d-periodic target, for d'| v,

— we canllook for d-periodic solutions for any d such that d'|d and d | v.

(k + 1)d" — m equations.

d’ does not need to divide m: for m > kd’, append the corresponding

Examptﬁtﬁ v =72, m =46 (MQ-Sign security level I parameters).

 Having a 1-periodic target, we can look for a
d-periodic solution for d in

(12.3.4,6,8.9.12,18,24.36}.

 Having a 2-periodic target, we can look for a
d-periodic solution for d in

(2.4,6.8,12,18.24.36).

L-V We call such d"-periodic targets weak targets.

e Having a 12-periodic target, we can look for a
d-periodic solution for d in {12,24,36}.

e Having an 18-periodic target, we can look for
a d-periodic solution for d in { 18,36}.

e Having an 24-periodic target, we can look for
a d-periodic solution for d in {24 }.

e Having an 36-periodic target, we can look for
a d-periodic solution for d in {36 }.
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Algebraic attack outline

— For a d-periodic target, we build the system comprised of the first d equations (for the largest d we can solve
for) in the forgery modelisation.

Tp(l) _
XVP1 X, =W,

X, TP(IDXV =W,

Trd-1p(y
x, I“7PUVx, = wy .

—> We solve this system using FXL with an improved guessing strategy developed for these systems with a
specific structure.



Toward iversal y attack




The trapdoor construction

e w=H(m||r) €l
o x=T'(w) eF)
oy=f'(x)€F]
ez=S'(y)eF]

Compute:
e w=H(m||r) €l
o W =p(z) e b

Checkif w =w
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Overall attack outline

For a chosen d
— Choose randomly salt 7.

— Compute w = H(m | | r).
Until w is d-periodic (includes all d’| d).

— Solve the system of equations
Tp(1) —
X‘+ P X, = w
| —
X, TP{Vx = w),

Trd-1p(y  —
X, T7PUX, = wy_;.

—» If no solution

repeat.

Else: v /(({’W;fgﬁ
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parameters d and ¢
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has a solution
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computing one
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Complexity estimates

Level q v m log, cost
I 206 2 46 108
10| 206 112 72 172
V 206 148 96 216

' We compute the complexity Cg, ,, under the assumption that the system is semi-regular,
* while the system clearly has a specific structure.

L-V Not precise enough for choosing parameters, for instance.
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