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The multivariate polynomial problem

Definition

Given m multivariate quadratic polynomials f1, . . . , fm of n
variables over a finite field F, find a tuple w = (w1, . . . ,wn)
in Fn, such that f1(w) = · · · = fm(w) = 0.

The degree-two case (MQ) is the underlying problem in one
of the five families of post-quantum cryptographic schemes.

At the core of algebraic cryptanalysis: finding a solution to
the multivariate polynomial system results in recovering the
secret key or the plaintext.
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Main idea

Example. f1 = x1 + x1x3 + x2x4 + x3x4,
f2 = x1 + x1x2 + x3 + x2x4 + x3x4,
f3 = x1x2 + x3 + x1x4,
f4 = x2 + x2x3 + x3 + x4

: First step: linearization

x1 x1x2 x2 x1x3 x2x3 x3 x1x4 x2x4 x3x4 x4

f1

f2

f3

f4 0 0 1 0 1 1 0 0 0 1

0 1 0 0 0 1 1 0 0 0

1 1 0 0 0 1 0 1 1 0

1 0 0 1 0 0 0 1 1 0
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Main idea

: Linearization
: Assign x4 to 0.

x1 x1x2 x2 x1x3 x2x3 x3 x1x4 x2x4 x3x4 x4

f1

f2

f3

f4 0 0 1 0 1 1

0 1 0 0 0 1

1 1 0 0 0 1

1 0 0 1 0 0

Monika Trimoska Simple Algorithm for Systems of Quadratic Polynomials 4



Main idea

: Linearization
: Assign x4 to 0.
: Assign x3 to 0.

x1 x1x2 x2 x1x3 x2x3 x3 x1x4 x2x4 x3x4 x4

f1

f2

f3

f4 0 0 1

0 1 0

1 1 0

1 0 0

: Solve with Gaussian Elimination.
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Main idea

Guess sufficiently many variables so that the remaining
polynomial system can be solved by linearization.
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Main idea

Guess sufficiently many variables so that the remaining poly-
nomial system can be solved by linearization.

: A linearized system is overdetermined when the the number of
equations is greater than the number of monomials.

m ≥ n(n + 1)

2

: Guess the values of all variables except the
√

2m last ones.

O(2n−
√
2m)
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First refinement - a toy example

f1 = x1x5 + x2x3 + x2x5 + x3x4 + x1 + x4 + x5 + 1,

f2 = x1x3 + x1x4 + x1x5 + x2x3 + x2x4 + x3x5 + x4x5 + x1 + x2 + x4,

f3 = x1x4 + x2x5 + x3x4 + x1 + x2 + x4 + 1,

f4 = x1x2 + x1x4 + x2x4 + x2x5 + x2 + x4 + x5,

f5 = x1x2 + x1x5 + x2x3 + x2x4 + x3x4 + x3x5 + x4x5 + x1 + x5 + 1

: Write the polynomials in F2[x1, x2, x3][x4, x5].

x4x5 x4 x5 1


f1 0 x3 + 1 x1 + x2 + 1 x2x3 + x1 + 1
f2 1 x1 + x2 + 1 x1 + x3 x1x3 + x2x3 + x1 + x2
f3 0 x1 + x3 + 1 x2 x1 + x2 + 1
f4 0 x1 + x2 + 1 x2 + 1 x1x2 + x2
f5 1 x2 + x3 x1 + x3 + 1 x1x2 + x2x3 + x1 + 1
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First refinement - a toy example

x4x5 x4 x5 1


f1 0 x3 + 1 x1 + x2 + 1 x2x3 + x1 + 1
f2 1 x1 + x2 + 1 x1 + x3 x1x3 + x2x3 + x1 + x2
f3 0 x1 + x3 + 1 x2 x1 + x2 + 1
f4 0 x1 + x2 + 1 x2 + 1 x1x2 + x2
f5 1 x2 + x3 x1 + x3 + 1 x1x2 + x2x3 + x1 + 1

: Put the columns corresponding to quadratic terms in reduced
row echelon form.

x4x5 x4 x5 1


f2 1 x1 + x2 + 1 x1 + x3 x1x3 + x2x3 + x1 + x2

f1 0 x3 + 1 x1 + x2 + 1 x2x3 + x1 + 1
f3 0 x1 + x3 + 1 x2 x1 + x2 + 1
f4 0 x1 + x2 + 1 x2 + 1 x1x2 + x2

f2 + f5 0 x1 + x3 + 1 1 x1x2 + x1x3 + x2 + 1
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First refinement - a toy example
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: Create a system by extracting non-pivotal rows.


x3 + 1 x1 + x2 + 1

x1 + x3 + 1 x2
x1 + x2 + 1 x2 + 1
x1 + x3 + 1 1


︸ ︷︷ ︸

L(x1,x2,x3)

(
x4
x5

)
=


x2x3 + x1 + 1
x1 + x2 + 1
x1x2 + x2

x1x2 + x1x3 + x2 + 1


︸ ︷︷ ︸

Q(x1,x2,x3)
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First refinement - a toy example
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: Enumerate all the possible values of the variables (x1, x2, x3).

: For each combination, solve the linear system
L(x1, x2, x3) · (x4, x5)t = Q(x1, x2, x3) for (x4, x5).

: Check candidate solutions against f2.
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Second refinement

Early elimination of inconsistent solutions

For each combination (x1, x2, x3):

1 Check whether the linear system is both full-rank and
inconsistent. If this is the case, we can move on.

2 Otherwise, compute solution (or a basis of the solution space).

Other (implementation) refinements

Faster Polynomial Enumeration Using a Gray Code.

Vectorization.
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Practicality

The algorithm is simple - does not rely on sophisticated data
structures or complex sub-algorithms such as fast multivariate
polynomial multiplication, fast multipoint
evaluation/interpolation, Gröbner basis computations or large
sparse linear system solvers.

The memory complexity is negligible.

The algorithm is trivially parallelizable.

Our implementation outperforms a competitive
implementation of exhaustive search (libfes-lite) for a
sufficiently large m (example, m = 48 using a single core on a
recent laptop).
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Overview of related work

Hybridization

Candidate

solutions

(subsystem)

Conflict

search

Extending

to higher

degrees

Computing

a Gröbner

Basis

Simple

WDSat

FXL

Hybrid

BoolSolve

F4/F5

Crossbred
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Overview of related work
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